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Cyber-Physical Systems



CPS Industry Market

Cyber-physical systems market will reach at an estimated value of USD 12,356.23 million by 2028 and 
grow at a CAGR of 10.55% in the forecast period of 2021 to 2028. 

Increase in the penetration of internet acts as an essential factor driving the cyber-physical systems 
market. 



Incidents by Sectors

https://www.osti.gov/servlets/purl/1337873



Critical Infrastructure Protection, Cyber Security, and Cyber-Physical System Security

Critical Systems Protection System Simulation

Develop Strategies and 
Architectures

For SG
For V2G
For Cellular network and SMS
Securing Pub/Sub info
Secure wireless comm. info.

Information Assurance
Authentication, identity and 
access management, 
availability,  encryption, and 
non-repudiation.

Information Privacy
Untraceability, anonymity, 
forward privacy.

Vulnerability Identification 
and Detection

APT C&C malware - BlackEnergy, 
DoS attack, use of social 
engineering techniques (email).

Incident Responses
Response to cyber incidents and 
remediate attacks, host-based and 
log-based analysis.

Network Forensics
IDS, Wireshark with Jpcap, 
IP/TCP/ UDP/ICMP/DNP3, traffic 
analysis.

Vulnerability Assessment

Attack Modelling and 
Metrics Investigation

Cyber-attacks, component 
criticality matrix, trust matrix.

Accurate Reports and 
Result Analysis

CPS impact monitoring and 
analysis.

Analysis of Securing 
Last-Mile 

Communications 
Measurements, control 
commands and alert messages.

Research Interests



CPS Application 1



CPS Application 2



CPS Application 3



� Last-Mile Resilient Communication – solution for critical commands and data delivery & Situational Awareness – 
understanding impact of cyber attacks

ICS – Situational Awareness

� Situational Awareness – ICS
▪ Life safety, monitoring, security, mass notification

▪ When is it too late? - track progress 
▪ Detect/recommend servicing before m/c /device breaks 

▪ reduce production/maintenance downtime.
▪ Advance alerts - handled before emergency.
▪ Receive an alert if a machine/device is overheating

▪ Monitor when to change devices.
▪ Informing the correct people

▪ Sensors added to m/c /device send alert.
▪ Incorporating existing systems into  a situational alerting platform 

▪ multifaceted security control systems.

� ICS/OT Resilience Techniques
▪ Effective analytics monitoring
▪ Adaptive responses 
▪ Deception
▪ Diversity techniques
▪ Dynamic positioning & representation
▪ Coordinated defence & segmentation



� Targeting cyber-attacks on Ukraine power grid – one of the most critical issues worldwide.
▪ Controlled a system, opened breakers, and took 30 substations, 2 power dist. centers offline. 

� How?
▪ Had gained access to user accounts for networks and devices.
▪ Wrote malicious firmware to replace the legitimate firmware.
▪ Launched telephone denial-of-service attack. 
▪ Phishing campaign - workers clicked on the phishing attachment - enable macros.
▪ Ukraine utilities were forced to bear economic losses, down reputation, left consumers in dark.

�  Word/Excel enables macros - triggers BlackEnergy 
▪ extracts the list of proxy servers in the networks. 

    
� Detection

▪ Designed a Tool - Event Logs and Host-Based Monitoring.
▪ Centralized Timeline analysis: log files access, registry data, Internet history files. 
▪ Communication network log files: start/stop activity time, ACK status, comm. parameters. 
▪ Other logs: attempts of wrong password/change settings of the device, temporal anomalies.
 

▪ Extract macros without running Excel/Word - oledump (object linking and embedding tool).

▪ Network Forensics and IPS/IDS Rules Formation – Suricata, DNP3 and Wireshark.
▪ Block - malicious URLs and masks, botnet C&C URLs + IP addresses and port#.
▪ Compute and block - MD5/SHA hashes of malicious objects/files database.

▪ OWASP – File Hash Repository

Power Grid Aęack: Investigation & Solutions
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Component  Trust Matrix

Component Criticality Matrix

Co-simulator with modelling of 
cyber attacks 

Cyber-Physical Situational Awareness

� Objectives
▪ System-level cyber-security assessment.
▪ Steady-state cyber-attack impact assessment.
▪ Cyber-security state estimator with system-level comm. 

topology.



Event Type

Altered Measurement Cyber

RTU stream blocked Cyber

Unexpected load increase Physical

Altered control command Cyber

Effects of Cyber and Physical Events

Understanding cyber-physical effects.

Evaluate system behavior with cyber-attacks scenarios.
Evaluate system behavior with future demands scenarios.
30 iterations- next half an hour with varying load.

� “Under Attack” Scenario:

▪ System recovery from a critical security issue
▪ frequent generation of dynamic secrets and 

secret keys recover the system.
▪ Situational awareness

Situational Awareness: Effects of Cyber Aęacks



CPSA
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� Scenario: Case 1
▪ Attacker manipulates raw measurements at RTU.
▪ RTU sends bad measurements to the CC. 
▪ IDS/DSE provides an alert of suspicious data. 

CC

� Scenario: Case 2
▪ Attacker intercepts a legitimate command, alters it.
▪ IDS identifies bad command based on its rules.
▪ IDS notifies to the CC and asks for confirmation.
▪ Operator simulates - confirms or rejects command.
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Bad Measurement Injection & Malicious Command Injection



Malicious Command Injection



� Scenario: Case 3
▪ Attacker floods network with useless packets delaying 

measurements from RTU to CC.
▪ Delay is detectable by the SE, which sees increase in 

measurement residuals.
▪ If delay persists, SE function increases beyond a 

threshold and CPSA logic is invoked. 

CC

Delayed Measurement

Actual Value

Normalized SE Function

CC

� Scenario: Case 4
▪ Attacker disables CC-RTU link.
▪ CC cannot receive data from RTU or execute commands.
▪ Observability analysis identifies unobservable parts.
▪ Uncontrollable points are identified. 
▪ CPSA simulates attacker worst-case actions.

Normal Operation 
Baseline

Simulated Attack at time 
steps  5 to 25

Communication Network Delay & Disabled RTU



Results Monitoring



Results Monitoring



Malicious Command Impact Monitoring



Thank You 
☺


